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EMPLOYEE NAME DATE

DATA PROTECTION ACT 2018 & UK GDPR

DEPARTMENT / WARD

TRAINER / FACILITATOR

D Seven data protection principles

D Lawful basis for processing health data
D Data minimisation and purpose limitation

CALDICOTT PRINCIPLES

000

Data subject rights explained
Accountability and transparency

Consequences of non-compliance

D Justify the purpose of using data
D Use only when absolutely necessary
D Use minimum necessary data

D Access on strict need-to-know basis

PATIENT CONFIDENTIALITY

O 000

Everyone must understand responsibilities
Comply with the law

Duty to share for direct care

Caldicott Guardian role explained

[C] NHS duty of confidentiality
D Verbal confidentiality in public areas
D Screen privacy and clean desk

D Secure disposal of paper records

IT SECURITY & ACCESS

0000

Sharing data with other NHS providers
Social media and patient information
Photography and recording policies

Speaking to relatives and carers

D NHS Smartcard use and responsibility
D Password management and complexity

D Screen locking when leaving workstation

DATA BREACH RESPONSE

000

No sharing of login credentials
Secure email (NHSmail) use

Remote and mobile working security

D How to recognise a data breach
D Immediate steps on discovering a breach

D Internal reporting via incident system

TRAINING COMPLETION

00O

ICO natification requirements

Duty of Candour to affected individuals

Common breach scenarios reviewed

Data Security Awareness Level 1 passed D Pass
D Confidentiality agreement signed

D Training recorded on ESR

Next annual refresher due

I:l Needs retake
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Employee signature

IG lead or trainer signature

Notes
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